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The USA Patriot Act: The Devil is in the Details

By Elizabath Barker Brandt and Jack Van Valkenburgh

In the August 2003 issue of 7he Advocate, Assistany U,S,
Auorney ‘lerry Derden wiged the state’s lawyers 1o “look at the
Act.™ Afrer all, as most Lawyers know, “the devil is in the details,”
David Novin, Scorr MeRay and Dean Amold analyze the
significant changes brought about by the USA Pauiot Act
(“USAPA") and ather post 9/11 policy changes. In this article, we
take the Assistant U8, Attorney’s admonition 10 hearrand *laok”
in detail ar some of the specific provisions of USAPA as dhey selate
10 the Foreign hnelligence Swveillance Act (FISAY and 1o the
expansion of non-PISA surveillance, Those who seck reassurance
from a derailed analysis of the USAPA, however, will find cold
comiorr, Such an analysis only serves ro underseore concerns that
the Act authorizes serious violations of civil liberties.

1. Roving Wiretap Orders
Section 206 of the USAPA significatly expands the scope off

“roving wirctap onlers.” In 1986, Congress amended the
wirctapping provisions of ‘Title 11} of the Tederal eriminal code
permit roving wiewaps,’ A “roving witetap” is one in which the
specific location of the wirctap is not set forth in the order
granting authority o wirctap, Under the 1986 provisions, in
order to getsuch a witetap under Title 1, the govetnment had 1o
demonstrate probable cause and that the target was purposcfully
changing phones to thwart government surveillance,” In addition,
befare wircrapping conld begin, the government needel o
demonsirate that the target was acwually using the phone line or
was “reasonably proximare” to the line that was 10 be tapped.® In
1998, the “intentionally thwarting” standard was relaxed so char
the govermment had w show only that the trgets conduct in
chunging plones was thwaning the wirctap® tlowever, the
requirements of probable cause and “reasonably proximity” ro che
line were not changed. These provisions ensured that the
goveinment could not use a4 toving wiretap order as a fishing
expedition, and they limited the possibility thar the tap would
invade the privacy of individuals who were not wargen.

Secrion 206 of USAPA applies a lovsenad version of the Title
[l roving witewp authority to FISA, The inclusion of the roving
witetap provision in FISA permits criminal investigators ro obzain
a FISA onder without demanserating the probable cause s
required for a ‘Title U witetap” The new provision does not
require the goverament 1o demaonstrate that the targees conduct
by changing phones is thwarting the tap. Moreover, the FISA
provision eliminates the requirement of Tide W that tie
gavernment demonstrate that the argec of the tap has actually
used the phane to be tapped ar been in reasonable proximity to it,

By loosening the requirements for a Tide 111 roving tap and
allowing the Farcign Inrelligence Surveillance Court (*FISCT) to
issue such ordus without making a finding of probable cause,
judicial ovensight of such orders is diminished. Morcover, since
the government docs nai have ro demonstrate that dhe target i
thwarting a vaditional wiietap, it is possible ro use the roving
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wirctap as a {ishing expedition, Uinally, the FISA 1oving, taps have
a much greater probability of invading che privacy invasions of
complerely unrelated individuals,

U.S. Senator Larry Craig, leading 2 bi-paitisan group that
includes Senacor Dick Durbin (D 11) and U.S. Senator Michacl
Crapo, has recemly invroduced legistation in the Senate that
would curtail roving wirciaps 1o simarions where ar least the
identity of the tuger of dhe wirewp is known, Entitled the “SALE
Act,™ the proposed lepislation also would only peimit the wirctap
to go forward when the presence of the targer ar the tapped
facility is known by the government prior 1o comducting the up.?
L.S, Repeesentatives Burch Outer and Mike Simpson expect 10
introduce similar legislation in the House of Representatives.

2. Sneak and Peek Warrants

Section 213 of the USAPA amends Federal Rule of Criminal
Procedure 41 o peemit delayed natification of a scarch. Rule 41
previously recquired that if 2 search was conducted in the absence of
the propeity owner, the goverament had to leave a copy of the
warrant and notify the issuing conre of irs acrions, The Ninth
Circuir has hield thar notice is constittionally required, but it has
not held that contemporaneous notice is always constituonally
requited,” Some courts have recognized oxceprions 1o the
contemporneons notice tequirement in limited coniexts whee
notification would endanger the life or physical safety of an
individual; resule in Hight from prosecution, destruction of
evidence or intimidation of witnesses; ar atherwise serionsly ipair
the investigarion o dekay rial? The wiretap ces and wiretap
statiutes ate sui genetis because delayed notice is unavoidable in
such cases. However, with respect 1o physical searches, rhe cours
have allowed delayed narice only in very linited conexis—whete
there is serious dauger to life or evidence, and only with respect to
setious ctimes, and only on a case-hy-case basis,

Section 213 threatens ro regularize sneak and peck searches, It
permits delayed notification in any case in which the government
demonstrates vne of the above factors “may” occur, regardiess of
whether the investigation involves terrorism or the gachering of
foreign inrelligence. Such delayed notification is permitted even
where the government seizes clectronic information so long as the
cowt issuing the warrant determines that delayed naificarion is
“reasonably necessary.” Sccrion 213 dous not require thay a court
he natified of the delayed nodification and does not place any
vutside limit on when notification must take place.

The proposed SAFE Act would permit delayed norificaion,
hut only where the government demonstrates that notice of the
search “will” result in endangering the life or physical safety of an
individual, flight {from prosecution. destruction of evidence or
intimidation of wirnessess or orherwise seriously impair the
investigation or dely wial, Moweover, the SATE Act would
tequire that natice be provided within seven days of the scarch,
but also provides for extensions of the delay.*



3. Trap and Trace Davices ant! Pen Registers

Scetton 214 of USAPA extends the FISA stmdards for trap
ane teace devices and pen registers ("penfteap devices™)" w
investigations against argets who are not even agents of a forcign
power. TISA formerly limited pen/uap devices t those inseatled
on facilivies used by foreign agents or individuals engaged in
international terrorist or clandestine intelligence activities,* Now,
in owler to obuin an order for a FISA penfteap device, law
enforcement officials no longer have to show that die fadility is
being wwed by a foreign ageng instead they need only show that
the device is likely to reveal informarion relevant to a foreign
intelligence investigation.”

In acldirion to eliminaring the requisement that FISA pen/trap
device orders be direcred ac foreign agents, Section 214 also
extends such orders beyond elephonic  communications w
clectronic communications, In other words, where a FISA
pen/trap device order would previously have been available ouly
for a facility used by a forcign agene and enly for telephonic
communications, it cun now he obrained againse any wiger or
facility and can include ¢-mail as well as wlephoue informacion.

USAPA not only expands the scope of penfuap orders unde
FISA, it also expands existing non-FISA law regarding the use of
such devices in criminal investigations. Scction 216 permits
roving law entorcement pen/irap device orders and expands the
scape of existing law ro include elecrronic and cellular telephone
sommunications, Prior 10 LSAPA, foderal law allowed law
enforcement officials 10 obtin arders w install penftrap devices
on telephone lines only upon certification that the information 1o
be obtained was relevant so an ongoing criminal investigation,
These orders had to be obtained in the jurisdiction in which the
relephone was located.” Morcover, the statutory authority fou
such ordery was limited to relephone “lines.”

Under the new provisions of USAPA, the arder for a trap and
trace device or a pen vegister does not need to he obmined in the
jurisdiction in which the phone s located and the order can apply
not only 1o relephonic communication but also to ccllular
telephones identified by their cleceronic serial number, interne
uscr accounts or e-mail addicsses, und 11° (interner protocols) ud
similar compurer addressing information.  Morcover, the pen
tegister o wmp and wace order can be used to obiain rowting,
addressing and signaling information such as a list of URLaY
accessed by a computer user. Finally the USAPA revisions make
clear thar the section is not limited ra “devices” that must be
“attached” but could include the use of a compurer software
routine to collect the information,”

Under section 214, investigators could obtain a penfuap
device order either from the FISC or from a district court from
the location of the search, "o get the order, the government only
must certify that what they seck is either relevant 10 o forvign
inrelligence investigation or to a criminal investigation. The order
could e served on an Internec service provider (“ISP™) in 1daho
and could require the ISP w run a computer software rourine to
track any web page visited by one of ihe 1SIs customers,

At the federal level, the constitutionality of waunaniess
pendtrap devices was conditioned upon the sense thar the
communicative and informational value of phone numbxen was
minimal. In Smith & Marpland? the LS, Supreme Court held
that ohuining telephone numbers using a pen register was not a
search requiring law enforcement o demonsimte prabable cuse

based on chat reasnning. The Supreme Court conclusion
wgarding penfuap devices was not withour controversy, The
Supreme Courts of a number of states, including Jdahw, reached
ditfering conclusions and required state officials to obtain
wanants based un prabable cise for the installation of pen/trap
devices.” The communicative value of Internet addressing
informatian is significantly greater than telephone numbes,
URLy are not simply a fise of numbers reaching a phone that may
be answered by o number of diffuenmt people. Rarher URI s ofien
contain the name of the web site sponsnr. Motcover, atuched 1o
that URL is refatively stable coment, Any person who goes wo
wwwacliorg views the same information thar any other person
who goes 10 that site seos.

4. Business Racords

Section 213 of USAPA expands previouy FISA provisions
regarcling business records and makes them applicable even when
the tanget is not an agenr of a lareign power, FISA previously
provided thay, where the gt of the invesrigarion was the agenr
of a forcign power, senior FBI officials could apply for a court
order in connection with a foreign intelligence investigation for
access Lo the records of commaon carriers, public accommadations
providers, physical storage operators, and vehicle rental agencies.?
The USAPA substantially rewrites these provisions, Now assistant
aggents in charge of FBI ficld offices can apply for such orders, The
order can extend to any tangible ubject hield by anyone (including
documents. computer discs, et¢.). Hems sought need nou relue to
an ideniified foreign arent as previously required by FISA. Rather
law enforcement oficiuls muse only show thar rhe irems are
sought in conpection with an iovestigation relating to
internarional terrorism or clandestine inelligence activities.™

Putsuant 10 this provision of USAPA, federal law enforcement
oflicials can colleet employment records, internet recards, credit
card information and library botiowing information, all without
even supgesting thar the owner of the records was involved with
or sispecied of any criminal acrivity or involvement in foreign
intelligence. In fact, ctiminal investiguors could seek a FISA
business records ord.r based solely on the certificadon to the
FISC that the informartion soughe is needed as parr of an
investigation of clandestine imtelligence activities. Using his
arder, they could nbrain libracy borrowing records, employment
and studenr recards, credit card informarion and medicauion
information for any individual, whether that person is the targer
of the investigation or a foreign agent.

The proposed SAFE Act would limit the reach of FISA
busimess recontds orders by requiring thar the povernment
demonsttate and the judge find that the records penain 1o a
forcign power or agent of a foreign power.”

5. Nationwide Search Warranis

Rule 41 of the Federal Rules of Criminal Procedure foimenly
required a search warranr w be issued by a coutr in the
jurisdicton in which the properry w be searched s located.
Section 219 of the USAPA allows a judge in a case involving
domestic or international terrorism to issue a scarch warrant that
can e exccnted cither inside or ourside the districe where the
court is located, Section 220 amends lederal law to penmit such
warrants to be execured nationwide,™
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Idaho Representative Butch Oreer has spoken eut againse the
use of such nationwide scarch warrants.# Ta anc presenration he
raisedd the specrer of a judge in Manhatan passing on a seaich
warrant authotizing the search of peoperty in Idaha. The warrant
was based on the belief of New York law enfercement agents that
an Tdaha residens vos porential rerrorist breane he wa
phutographed driving a pickup tuck past the Unned States
Courthouse in Moscow, Idaho with nitrogen festilizer, dicsel fuel
and severid large barrels in the truck bod ™ Whar S5 bzgiimate
agriculiural adtivity in ldiho could ke on significant weight in
a tentorism investigation in New York,

Gonclusion

We do not deny that torrorism has taken many innocene lives,
both within and without the United States. Nor do we objecr w
any “updaring” of federal law 1o address new welinologies and
new threats w public safety,

We do, however, insist that the changes ro the surveillance
authority of federal law entorcemenm officials embadied in the
USAPA are fa-reaching amd significant, The cumulative impact
of the provisions is siarling, Viewed rogether, the provisions
attempt an “end-run” around the Fourth Amendment’s probable
canse requirements. Although federl jndicial ovensight is not
liminated, it is serivusly underiined by provisions that do away
with probable cause, move the authority 1o order searches o the
FISC or 10 courts autside the area 10 he searched, and pomit
scarches of undesipnated locativns, Ratber than evaluating 2
waiiant tequest based on a factual record establishing probable
cause, the federal judge is reduced o the miniuerial role of
snsuring thar the necessary certifications ate included in & search
request, By opening the proceduies of the FISC to criminal
investigators and pioviding Tor nationwide orders, 1SAPA
permits cven this ministerial function 10 ke plice ¢ither in
secrecy of in 4 location far Trom the conteat ol the semch,

ELIZABETH R BRANDT 15 a Professor gl the Lnwerstty of fdaho
College of Law. She is 4 momber of e boards of the notonal
Amierican Cil Libertias Umion (AGLL) and of the ACHU of lidaly. In
adction o leaching and witing i the arca of Family Law, she also
often wriles and spoahks on civit hborlics issues.

JACK VAN VALKENBURGI is an atlorney and Faecutive Direclor of
the ACLU of ldaho

Legal Practice Emphasizing

Water Rights and Water Quality

Dana L. Hofstetter ‘

Ielephone: (208)424-7800 |}
Facwamile: (084248774
Danaga:MahoWnterLaw .com

l 608 West Frankhin Stect
Boise, Tdaho 83702

winwldulinWatm 1w com

| T ——

26 The Adioesiss ® Dheember 2003

Endnates

t Terry Denden, Oae Kar Under the Daviot Aot Hs e Sy Ballen?, The Advorate,
Angrst 2003 at 15, “The Act,” ol comise, is the UNA Painot Aut, Umiting and
Sracngthening Amerivd by Providing Appropriare “lools Required to Tauupe
and Obwruer Tewronsm Act of 005 Pub, 1, No, 107-56, 1§35 3w 272
{eodificd as amended 1 seacrered seoriom of the United States Conded

2 Fareign Incelligence Sunalloce Ac of 1978, Pub L N, 95-511, 92 Su
1783 {[Codified a1 50 TLS.C 00 180111 ¢2000, 18 L5089 2511 251809
(20001, In addirion re the amendinears w ]IS, thee are a monber «Cadur
conoversial provisions of USAPA induding 4 broadened  defininon o
terrorism, USAPA € 302, and restncuve amendiients w0 mnnigrasion laws
USAaPAtit, IV

IR LTS C § YSIR(11)0a)

4 18 U8, § 2918(11 b)) (2000).

518 UM S 2518001 0wy (2000,

6 Sve ACLY, How the USA PATRIOT A\t Lavuis fudscral Oversghe of Blephone
and  fiterser Swrvallance (Qcr. 23, 2000, avqifable  a
hup/fhmvwachiogfiongen/T 102300 honl, tast vaslied Oovber }, H03)
{desribing the 1986 and 1998 awendments 10 Tile T allowing mving,
wiretaps)

7 See disaswen of P83 probable cawse requiroments m the anicle by Nevin,
MoKav and Amold in thisisue of ThectHhocate,

8 The Sceuricy and Freedom Ensured Accof 2003, § 1700, 108 Cang {1
Suws, 1003).

9 SAFF Ay, § 2,

W See Tdthn Delegation Spowats Measine 10 Clarsfy Danar Jer, available w

hopdhewwigopgofirem-news.aspidodd- 58837 ase viseed Qeobar 32, 2003

11 United Staser ¢ Trednas, 800 F2d 1451, 1453 b i 1986), Bue sce Tiyiied
Ntares a0, Sisnnans, 206 R34 392 (4ih Ca 000,

12 S 1B UNC§ 2705 2000) fpemitting Jelaved noulicaton for scatch
innlving + dectronic conmanivations hdd in dhitd pastv storage for moe than
140 days),

13 SATEACT & 4,

14 Thew are devices tradvionally mstalied v 4 wheplione fine thar nack the
welephone numbers walled fany thar e (pen register) and the ninebers fiom
whih ealls e made w thae thae ine Grap and trace doviee),

15 30 UNC » 184360 E) (2000,

10 M See Cam L Dovtr Lave Ivisions Caneit ssional REsEARCH SR CT,
FrRROASME SECTION 1V SrCTioNM ANUYIS o 1iee TS Panieor Ao, 14
e, W0, 0, aeailable ot herp Jfpestuegvidocuments!
organieation/7952. bt (hast visieed Ouaber 2, 2003),

£7 1R USCG§ 3127(3) {2001). See afio BITCTRONIC Privy ¥ INTORMATION
CHNIER, AMALYAS OF PROVINIONS OF THE PROPOCED ANTRTFRRORISA ACT
O 200Y, arwlable ar weewsepicon/ponscydrerroismdaia_saaly sishomt
(Sepr. 24, 20015,

18 id

19 HREs e “wnitorm wsouree focatars” contain web addiessing informanen., For
vantple www lawouidabo.edu is the URL for the Unwenity uf 1duhio College
of Law's web site,

<1 Supra vote 16 a1 1).

21 442 U8, 735 (3979}

22 Suae y Thompsan, 113 Llalw 466, 745 1 2d 1087 (198), For other state,
we, 0. Poaple 1, Spaileder, 666 12 13% (Colo. 1983) Stare v Guwnall, 720
{124 g8 (Wash, 1946)

2350 US.C, 88 1861-03 {2ova),

24 Diowin CRS, supnt note f6au 11

29 SAFF Ayl

AR IRVSC$ 3703 L200m

27 Soe Voies o Hopeal Sncak wnel Prik Sundas July 23, 2003 on Talkl el The
Molites of Crime, aailable &t huphonwtalklefl comlarchives 03766, hent
Hasewisited Oaaber 27, 2003).

28 Comments made o Te Paria Aa and Commuputy Resofutiom \ane)
Discawion with V.S, Cang, Busch Oster, R, Idaho, Kaho State Senagor Gary
Sdwmader, Tdaha Stue Rep. Sturdey Wirgo and Prof Uhzabeth B Brando)
Malauee Peave Coalition, Augus 26, 2003,



	The USA Patriot ACT: The Devil is in the Details
	Recommended Citation

	tmp.1635436193.pdf.P1S1p

